
Software Hazards Analysis for Exploration Missions

April 18, 2005 1

Abstract

David Greeson
Principal Systems Engineer, AIAA Member

Assurance & Risk Management Division
Titan Corporation

Houston, TX 77058

Software hazards analysis is the key activity in a comprehensive software safety program; it provides the objective
engineering evidence necessary to make a valid safety case for safety-critical flight software systems. Compliance with
the NASA Software Safety Technical Standard NASA-STD-8719.13B is mandatory for the Crew Exploration Vehicle
(CEV) and future Exploration flight vehicles. The new Human-Rating Requirements and Guidelines for Space Flight
Systems NPR 8705.2 include mandatory software IV&V, 8719 compliance, and backup flight software for flight control
systems. The software safety standard is a logical, consistent, and comprehensive plan for the application of rigorous
software safety techniques to ensure no latent hazards are built into NASA flight software. The standard requires safety
analyses to be performed throughout the requirements, design, code, and test life-cycle phases of the development
process. Piloted missions to the Moon and Mars are in the planning stages, which will require safety-critical avionics and
software that are ultra-reliable for long duration missions and can be certified with a high degree of confidence that there
are no latent hazards in the system. This presentation will discuss the current state of the art of software hazards
analysis and discuss what should be done to support future NASA flight projects. The current manual software hazards
analysis process is burdensome, and there is a need for an automated tool to simplify the analysis. This presentation will
discuss the analysis methodology and techniques that such a tool would use and the resulting safety, technical, and cost
benefits of automating the process.


